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DEPARTMENT OF THE NAVY 
OFFICE OF THE JUDGE ADVOCATE GENERAL  

1322 PATTERSON AVENUE SE SUITE 3000   
WASHINGTON NAVY YARD DC 20374 

 

 
 

 
 
 

 

 
      N REPLY REFER TO: 

   5720 

   Ser 14/302 

   July 31, 2014 

 

Mr. Robert Hammond 

 

   

 

Dear Mr. Hammond: 

 

SUBJECT: FREEDOM OF INFORMATION ACT APPEAL  

 

This letter acknowledges receipt of your correspondence regarding 

your Freedom of Information Act (FOIA) appeal dated March 29, 2014, 

and April 24, 2014, received via fax by this office on April 24, 2014. 

 

In fairness to all requesters, we process all appeals in the 

order in which they are received.  Processing times may be affected by 

the number and complexity of pending appeals.  For that reason, we are 

unable to provide an estimated completion date at this time.  Your 

rights to judicial review will not be prejudiced by waiting for a 

substantive determination regarding your appeal.  We will work as 

expeditiously as possible, however, to respond to your request within 

20 working days as outlined in the FOIA regulations. 

 

You may contact me at 202-685-5446 or wendy.winston@navy.mil if 

you have any questions concerning the processing of your appeal. 

Please provide your last name and the above assigned file number in 

any correspondence.  

 

 

 

     Sincerely, 

 

 

 

     Wendy A. Winston 

     Legal Administrative Specialist 
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From: Lattin, Grant E CIV OJAG, CODE 14
To:
Cc:
Subject: FW: Interim and Final Responses [WRNMMC FOAi #14-48]
Date: Monday, July 28, 2014 7:05:20
Attachments: FinalResponse-HAMMOND-14-43.pdf

Interima.dat
20140725170517108.pdf
smime.p7s

Incoming from Mr. Hammond.  Please review and give me a suggested course of action.  We have other
appeals from this gentleman.

Grant Lattin
Director, General Litigation Division
OJAG (Code 14)

-----Original Message-----
From: @aol.com [mailto @aol.com]
Sent: Sunday, July 27, 2014 7:11 AM
To: Lattin, Grant E CIV OJAG, CODE 14
Subject: Fwd: Interim and Final Responses [WRNMMC FOAi #14-48]

Dear Sir,

Please see below and attached as relates to my appeal of my  FOIA/Privacy Act Request Appeal;
Requestor Number #13-19 – Medical Records; Copy of DVD Containing PDF files of Records Received as
of May 14, 2012. WRNMMC provided inaccurate information in that the DVD provided to me was the
original DVD given to Ms.  in lieu of the copy that I requested. You denied my appeal of that I
had been provided the original DVD, which is an official agency record, in lieu of a copy.

Please file a copy of this email in the above referenced case file. I am considering seeking judicial
review of your denial of my appeal.

With my respect,

Robert Hammond

________________________________

        From: @aol.com
        To: @health.mil
        CC: @aol.com
        Sent: 7/27/2014 6:28:12 A.M. Eastern Daylight Time
        Subj: Fwd: Interim and Final Responses [WRNMMC FOAi #14-48]
       
        
       

        Robert Hammond
        
        

        @aol.com
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        July 26, 2014

        Ms. Judy Bizzell

        Freedom of Information Act (FOIA) Officer
        Walter Reed National Military Medical Center (WRNMMC)

        8901 Rockville Pike

        Bethesda, MD 20889-5600

        

        Subject: Reply to email from @health.mil <mailto @health.mil> ,
To: @aol.com <mailto: @aol.com> , CC:

@health.mil <mailto: @health.mil> , Sent: 7/25/2014 5:11:48 P.M.
Eastern Daylight Time, Subj: Interim and Final Responses

        

        Dear Ms. Bizzell,

        

        Thank you for your partial reply to what appears to be my FOIA Request WRNMC 14-V [FY 2014]
FOIA “Tracking Numbers; WRNMC #14-B through #14-U.”

        

        Your reply is both incomplete, in that it does not account for all of the case numbers with my
tracking numbers WRNMC #14-B through #14-U, and it is inaccurate in several respects.

        

        Regarding cases for that you have not provided tracking numbers relative to my FOIA WRNMC
#14-V, they are shown in Table A below. For your convenience, I will separately forward you a
spreadsheet with my open FY 2014 cases with your tracking numbers, as I understand them.

        

        Table A

My Requester

CTRL #

 Title

Date

WRNMC #14-H

Personnel Record Information for @health.mil

4/26/2014
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WRNMC #14-P

DD Form 2870 April 10, 2012 Disclosure; follow up 2014 05 25

4/26/2014

WRNMC #14-R

Disclosures Related to From: @health.mil email Sent: 12/11/2013 6:15:44 P.M. Eastern
Daylight Time, Subj: RE: Medical records

4/26/2014

WRNMC #14-S

Disclosures Related to @health.milemail Sent: 11/13/2013 12:00:32 P.M. Eastern
Daylight Time, Subj: RE: URGENT Potential Breech of Protected Privacy Act Information

4/26/2014

WRNMC #14-T

ESSENTRIS Lab Flowsheet Print Out

4/26/2014

WRNMC #14-U

WRNMMC FOIA and Privacy Act Reporting Chain of Command

5/6/2014

        

        Also, since you did not include a copy of my original FOIA request #14-V as I requested, (which is
a record in your custody that you are required to provide), your reply is incomplete. Had you done so
for each request, you may have noticed that your reply for each is incomplete.

        

        Your reply is inaccurate:

        ·         Regarding my request for (Fiscal Year 2013) FOIA tracking numbers (presumably my FOIA
WRNMC 14-N, your #14-43), your statement that “your request for FOIA tracking numbers has been
asked answered” is incorrect in two respects. First, you have not provided any such reply to that
request. Second you indicate that “a copy of our response is enclosed.” That statement is incorrect;
there is no such attachment.  As you can see from your zip file, which you indicate contains two
attachments, one attachment is your letter 5700 OOQM00 (FinalResponse-HAMMOND-14-43.pdf and the
other attachment contains DVD disk images (20140725170517108.pdf). There is no attachment related
to tracking numbers. You have not provided tracking numbers. Moreover, that request for tracking
numbers in connection with my FY 2013 FOIA requests is the subject of a FOIA appeal, which I expect
to be sustained.

        ·         Regarding personnel records, you cite seven names but only provided six tracking numbers
(#14-31 to 36). You previously advised me that your tracking numbers #40 and #41 relate to
performance standards for you and Mr.  I have received no reply to those requests.

        ·         Regarding the disk images attached (20140725170517108.pdf), the disk image labeled
“Medical Records for Judy” and containing the hand written annotation “Patient: Robert Hammond” is
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not an image of the DVD currently in your custody. That is an image of the original DVD that I gave to
Ms.  with the subsequent annotation “Patient: Robert Hammond”, likely added by your Medical
Records Department when they received the DVD from Ms.  You mailed that DVD back to me
with the additional annotation “FOIA #14-08 Hammond#13-06” added to the DVD, likely added by your
FOIA Office. The DVD now in your custody contains all of the subsequent WRNMMC annotations. 
Moreover, when I appealed to Department of Navy Judge Advocate General (DON JAG), Walter Reed
provided incorrect information to DON JAG when you indicated that you did not mail me the original
DVD that I provided to Ms.  Action is required on your part to correct that misrepresentation
to DON JAG. Moreover, the original DVD that I provided to Ms.  is an agency record, which was
inappropriately removed from WRNMMC custody. I previously called this to your attention. Please notify
your agency records manager, who in turn should notify the National Archive and Records
Administration of the unauthorized removal of the DVD - an official agency record.

        

        Your responses do not demonstrate that a reasonable search of records was done relative to
WRNMMC #14-38 (my FOIA WRNMC #14-I). First, you suggest that there are emails currently in my
custody, which are also in WRNMMC custody. You cannot make a presumption of emails in my custody
as a FOIA reply for documents in WRNMMC custody. You are required to provide your official agency
records in reply to my FOIA request. Further, you are required to retain any such emails (along with any
forwarding of those emails to others) in your FOIA file for this request. Those are official agency records
that are a part of your FOIA file. Moreover, you have not conducted a reasonable search for other
emails from back up servers and other documentation. Please forward a copy of the FOIA request to
your information technology department to conduct such a search for emails for the parties mentioned
in my FOIA request. Any deleted emails should be recovered from backup servers. In addition, your mail
room sends email notification of packages/certifies mail that is ready for pick up. Such emails would not
cite specific tracking numbers. In addition, the WRNMMC mail room procedures require that the person
picking up mail sign for it. Those records were not provided.

        

        Regarding the disk chain of custody, you did not conduct a reasonable search. Your reply would
suggest that there was no communication regarding a request From the FOIA office to Medical Records
Department for the original DVD or your request for copying of the DVD, etc. This information should
have been retained in your FOIA case file and tracking logs. Emails that have been deleted should be
recovered from back up servers.

        

        As required, please provide me the web site url where I may track my requests.

        

        Please be advised that I intend to appeal several of these FOIA requests and if my appeals are not
sustained, I intend to seek judicial reviw. Please retain a copy of this correspondence in each of the
separate FOIA files referenced herein. A copy of this email will be forwarded to interested parties.

        

        Thank you.

        

        With my respect,

        

        

        Robert Hammond
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________________________________

                From: @health.mil
                To: @aol.com
                CC: @health.mil
                Sent: 7/25/2014 5:11:48 P.M. Eastern Daylight Time
                Subj: Interim and Final Responses
               
                
                Dear Mr. Hammond - At the two attachments, please find interim and final
                responses to your Freedom of Information Act (FOIA) requests
               
               
                -----Original Message-----
                From: <wrnmmc.ricoh@health.mil>
                To: "Bizzell, Judy J CIV US WRNMMC" @health.mil>
                Subject: Message from "RNP00267332EC1F"
                Date: Fri, 25 Jul 2014 17:05:26 -0400
               
               
                This E-mail was sent from "RNP00267332EC1F" (Aficio MP C5501).
               
                Scan Date: 07.25.2014 17:05:16 (-0400)
                Queries to: wrnmmc.ricoh@health.mil
               
                Ricoh Scanning Services
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From:
To:
Cc:
Subject: FW: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS
Date: Tuesday, August 05, 2014 13:42:04
Attachments: Mr. Hammond"s Request.pdf

Response and Referral of Mr. Hammond"s Request.pdf
BUMED response to FOIA appeal Hammond.pdf

,

Please find attached the responsive documents pertaining to Mr. Hammond's
appeal.

V/r,

Staff Judge Advocate (M00J)
Bureau of Medicine and Surgery
DHHQ 1NW243
7700 Arlington Blvd. Ste 
Falls Church, VA 22042-5124

CONFIDENTIALITY NOTICE
This e-mail and any attachments thereto, are intended only for use by the
addressee(s) named herein and may contain legally privileged and/or
confidential information. If you are not the intended recipient of this
e-mail, you are hereby notified any dissemination, distribution or copying
of this e-mail, and any attachments thereto, is strictly prohibited. If you
receive this e-mail in error, please immediately notify me and permanently
delete the original copy and any other copy of the e-mail, and any printout
thereof.

"Ethics only have meaning when converted to direct, decisive action."
-Chiang Kai-shek

-----Original Message-----
From:  BUMED
Sent: Monday, August 04, 2014 6:34 AM
To:  BUMED
Subject: FW: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS

Good morning.  Mr. Hammond appealed our decision to forward his request to the
cognizant office.  He asked for "ESSENTRIS" data a while back and after
talking to several folks in BUMED they told us that the DHA was where "all the
systems cited, to include ESSENTRIS, are managed." Based upon that
information, we forwarded the request to DHA.

Upon your signature, please forward these attachments to  as our
response to him is due today.  Thanks.  v/r  Della

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste 
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Falls Church, VA  22042-5124

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE.  Any misuse or unauthorized
disclosure may result in both civil and criminal penalties.

-----Original Message-----
From:  OJAG, Code 14 
Sent: Thursday, July 24, 2014 2:53 PM
To:  BUMED
Subject: FW: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS

We received the attached appeal via email this week. Can you please provide
the following by 4 AUG?

1. A brief explanation of the nature of the Essentris information he's seeking
and why DHA is the proper IDA.

2. Any other correspondence between you and the requester.

Thanks.

V/r,
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From: Lattin, Grant E CIV OJAG, CODE 14
To:
Subject: FW: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS
Date: Monday, July 21, 2014 6:57:44
Attachments: Appeal of BUMED reply to FOIA Regarding ESSENTRIS.pdf

Looks like another one sent the day before.

Grant Lattin
Director, General Litigation Division
OJAG (Code 14)

-----Original Message-----
From: @aol.com [mailto: @aol.com]
Sent: Saturday, July 19, 2014 6:27 AM
To: Lattin, Grant E CIV OJAG, CODE 14
Cc: @navy.med.mil; Garcia, Della ; @aol.com
Subject: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS

Robert Hammond

@aol.com <mailto: @aol.com>

July 19, 2014

G. E. LATTIN

Director, General Litigation Division (Code 14)

Office of the Judge Advocate General

1322 Patterson Ave., SE, Suite 3000

Washington Navy Yard, DC 20374-5066

Subject:  Appeal of BUMED reply to my FOIA Request Regarding ESSENTRIS

References:   (a) The Freedom of Information Act

                    (b) The Privacy Act

                    (c) CFR 164.526

                    (d) DoD 5700.7-R

                    (e) DoD 6025.18-R

                    (e) Joint publication of U.S. Department of Justice, Executive Office of the President and
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U.S. General Services Administration of July 2011, “Your Right to Federal Records” at
http://publications.usa.gov/USAPubs.php?PubID=6080 <http://publications.usa.gov/USAPubs.php?
PubID=6080>

                    (g) DoD 5400.11-R, May 14, 2007

Dear Mr. Lattin,

I am appealing the BUMED reply at Attachment A to my FOIA request regarding ESSENTRIS dated May
31, 2014. I specifically requested records from BUMED. BUMED uses ESSENTRIS and has responsive
records in their possession that would not be available through referral of this FOIA request to Defense
Health Agency. BUMED did not do a responsive search for records in their possession.

Thank you in advance for your prompt attention to this matter.

With my respect,

Robert Hammond

Copy to:   and Della Garcia, BUMED(b) (6)
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Subject: FW: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS 
 
Good morning.  Mr. Hammond appealed our decision to forward his request to the 
cognizant office.  He asked for "ESSENTRIS" data a while back and after 
talking to several folks in BUMED they told us that the DHA was where "all the 
systems cited, to include ESSENTRIS, are managed." Based upon that 
information, we forwarded the request to DHA. 
 
Upon your signature, please forward these attachments to   as our 
response to him is due today.  Thanks.  v/r    
 
 
 

 
FOIA/PA Paralegal Specialist 
Bureau of Medicine and Surgery 
Medical‐Legal Affairs Office 
7700 Arlington Blvd Ste   
Falls Church, VA  22042‐5124 
 

 
 

 
 
FOR OFFICIAL USE ONLY (FOUO) ‐ PRIVACY SENSITIVE.  Any misuse or unauthorized 
disclosure may result in both civil and criminal penalties. 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:   OJAG, Code 14 [mailto ] 
Sent: Thursday, July 24, 2014 2:53 PM 
To:   CIV BUMED 
Subject: FW: Appeal of BUMED reply to FOIA Request Regarding ESSENTRIS 
 
Della, 
 
We received the attached appeal via email this week. Can you please provide 
the following by 4 AUG? 
 
1. A brief explanation of the nature of the Essentris information he's seeking 
and why DHA is the proper IDA. 
 
2. Any other correspondence between you and the requester. 
 
Thanks. 
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The appeal response does not appear to address this issue. At this point, the only issue Mr. Hammond is interested in is 
the statutory basis for the agency stating that his requests were not proper FOIA requests because he "failed to indicate 
a willingness to pay" at the same time the agency says fees are waived. Attached is the administrative record. The 
requests are No. 13‐43 and 13‐44.  
 
The second is from Michael Ravnitzky who came to us a awhile back (we're a bit backlogged) regarding a request, No. 
14‐0029, that he made for a bibliographical list of records from the U.S. Army's Dugway Proving Ground in Dugway, 
Utah. There appears to be a dispute between him and Dugway over whether records before 1942 exist since Dugway 
apparently did not exist before 1942. He says he's tried to discuss this with the FOIA Officer at Dugway,  , 
but that she has declined to talk with him.  
 
Any assistance you could provide would be most appreciated.  
 
Best,  
 

  
 
 

 
Facilitator 
Office of Government Information Services (OGIS) 

 
202‐741‐5770 (main) 
202‐741‐5769 (fax) 
1‐877‐684‐6448 (toll‐free) 
www.ogis.archives.gov  
 
 
Street address: 800 North Capitol St NW, Washington, DC 20002 US Mail address: 8601 Adelphi Road (OGIS), NARA, 
College Park, MD 20740‐6001 
 
 
The FOIA Ombudsman blog: http://blogs.archives.gov/foiablog/  
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  Subj: Fwd: Interim and Final Responses [WRNMMC FOAi #14‐48] 
   
    
   
 
  Robert Hammond  
    
 
 
  @aol.com 
 
    
 
    
 
  July 26, 2014 
 
  Ms. Judy Bizzell  
 
  Freedom of Information Act (FOIA) Officer 
  Walter Reed National Military Medical Center (WRNMMC)  
 
  8901 Rockville Pike  
 
  Bethesda, MD 20889‐5600  
 
    
 
  Subject: Reply to email from @health.mil <mailto: @health.mil> , To: 

@aol.com <mailto @aol.com> , CC:  @health.mil 
<mailto @health.mil> , Sent: 7/25/2014 5:11:48 P.M. Eastern Daylight Time, Subj: Interim and Final 
Responses 
 
    
 
  Dear Ms. Bizzell, 
 
    
 
  Thank you for your partial reply to what appears to be my FOIA Request WRNMC 14‐V [FY 2014] FOIA “Tracking 
Numbers; WRNMC #14‐B through #14‐U.” 
 
    
 
  Your reply is both incomplete, in that it does not account for all of the case numbers with my tracking numbers 
WRNMC #14‐B through #14‐U, and it is inaccurate in several respects.  
 
    
 
  Regarding cases for that you have not provided tracking numbers relative to my FOIA WRNMC #14‐V, they are 
shown in Table A below. For your convenience, I will separately forward you a spreadsheet with my open FY 2014 cases 
with your tracking numbers, as I understand them.  

(b) (6)
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(b) (6) (b) (6)
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  Table A 
 
My Requester  
 
CTRL # 
 
 Title 
 
Date  
 
WRNMC #14‐H 
 
Personnel Record Information for  @health.mil 
 
4/26/2014 
 
WRNMC #14‐P 
 
DD Form 2870 April 10, 2012 Disclosure; follow up 2014 05 25 
 
4/26/2014 
 
WRNMC #14‐R 
 
Disclosures Related to From:  @health.mil email Sent: 12/11/2013 6:15:44 P.M. Eastern Daylight Time, 
Subj: RE: Medical records 
 
4/26/2014 
 
WRNMC #14‐S 
 
Disclosures Related to  @health.milemail Sent: 11/13/2013 12:00:32 P.M. Eastern Daylight Time, Subj: 
RE: URGENT Potential Breech of Protected Privacy Act Information 
 
4/26/2014 
 
WRNMC #14‐T 
 
ESSENTRIS Lab Flowsheet Print Out 
 
4/26/2014 
 
WRNMC #14‐U 
 
WRNMMC FOIA and Privacy Act Reporting Chain of Command 
 
5/6/2014 
 
    

(b) (6)
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  Also, since you did not include a copy of my original FOIA request #14‐V as I requested, (which is a record in your 
custody that you are required to provide), your reply is incomplete. Had you done so for each request, you may have 
noticed that your reply for each is incomplete.  
 
    
 
  Your reply is inaccurate: 
 
  ∙         Regarding my request for (Fiscal Year 2013) FOIA tracking numbers (presumably my FOIA WRNMC 14‐N, 
your #14‐43), your statement that “your request for FOIA tracking numbers has been asked answered” is incorrect in 
two respects. First, you have not provided any such reply to that request. Second you indicate that “a copy of our 
response is enclosed.” That statement is incorrect; there is no such attachment.  As you can see from your zip file, which 
you indicate contains two attachments, one attachment is your letter 5700 OOQM00 (FinalResponse‐HAMMOND‐14‐
43.pdf and the other attachment contains DVD disk images (20140725170517108.pdf). There is no attachment related 
to tracking numbers. You have not provided tracking numbers. Moreover, that request for tracking numbers in 
connection with my FY 2013 FOIA requests is the subject of a FOIA appeal, which I expect to be sustained. 
 
  ∙         Regarding personnel records, you cite seven names but only provided six tracking numbers (#14‐31 to 36). 
You previously advised me that your tracking numbers #40 and #41 relate to performance standards for you and Mr. 
Davidge. I have received no reply to those requests. 
 
  ∙         Regarding the disk images attached (20140725170517108.pdf), the disk image labeled “Medical Records 
for Judy” and containing the hand written annotation “Patient: Robert Hammond” is not an image of the DVD currently 
in your custody. That is an image of the original DVD that I gave to Ms.   with the subsequent annotation 
“Patient: Robert Hammond”, likely added by your Medical Records Department when they received the DVD from Ms. 

 You mailed that DVD back to me with the additional annotation “FOIA #14‐08 Hammond#13‐06” added to the 
DVD, likely added by your FOIA Office. The DVD now in your custody contains all of the subsequent WRNMMC 
annotations.  Moreover, when I appealed to Department of Navy Judge Advocate General (DON JAG), Walter Reed 
provided incorrect information to DON JAG when you indicated that you did not mail me the original DVD that I 
provided to Ms.   Action is required on your part to correct that misrepresentation to DON JAG. Moreover, the 
original DVD that I provided to Ms.   is an agency record, which was inappropriately removed from WRNMMC 
custody. I previously called this to your attention. Please notify your agency records manager, who in turn should notify 
the National Archive and Records Administration of the unauthorized removal of the DVD ‐ an official agency record. 
 
    
 
  Your responses do not demonstrate that a reasonable search of records was done relative to WRNMMC #14‐38 
(my FOIA WRNMC #14‐I). First, you suggest that there are emails currently in my custody, which are also in WRNMMC 
custody. You cannot make a presumption of emails in my custody as a FOIA reply for documents in WRNMMC custody. 
You are required to provide your official agency records in reply to my FOIA request. Further, you are required to retain 
any such emails (along with any forwarding of those emails to others) in your FOIA file for this request. Those are official 
agency records that are a part of your FOIA file. Moreover, you have not conducted a reasonable search for other emails 
from back up servers and other documentation. Please forward a copy of the FOIA request to your information 
technology department to conduct such a search for emails for the parties mentioned in my FOIA request. Any deleted 
emails should be recovered from backup servers. In addition, your mail room sends email notification of 
packages/certifies mail that is ready for pick up. Such emails would not cite specific tracking numbers. In addition, the 
WRNMMC mail room procedures require that the person picking up mail sign for it. Those records were not provided. 
 
    
 

(b) (6)

(b) (6)

(b) (6)
(b) (6)
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  Regarding the disk chain of custody, you did not conduct a reasonable search. Your reply would suggest that 
there was no communication regarding a request From the FOIA office to Medical Records Department for the original 
DVD or your request for copying of the DVD, etc. This information should have been retained in your FOIA case file and 
tracking logs. Emails that have been deleted should be recovered from back up servers. 
 
    
 
  As required, please provide me the web site url where I may track my requests. 
 
    
 
  Please be advised that I intend to appeal several of these FOIA requests and if my appeals are not sustained, I 
intend to seek judicial reviw. Please retain a copy of this correspondence in each of the separate FOIA files referenced 
herein. A copy of this email will be forwarded to interested parties. 
 
    
 
  Thank you. 
 
    
 
  With my respect, 
 
    
 
    
 
  Robert Hammond 
 
    
 
________________________________ 
 
    From:  @health.mil 
    To:  @aol.com 
    CC:  @health.mil 
    Sent: 7/25/2014 5:11:48 P.M. Eastern Daylight Time 
    Subj: Interim and Final Responses 
     
      
    Dear Mr. Hammond ‐ At the two attachments, please find interim and final 
    responses to your Freedom of Information Act (FOIA) requests 
     
     
    ‐‐‐‐‐Original Message‐‐‐‐‐ 
    From: <wrnmmc.ricoh@health.mil> 
    To: "Bizzell, Judy J CIV US WRNMMC"  @health.mil> 
    Subject: Message from "RNP00267332EC1F" 
    Date: Fri, 25 Jul 2014 17:05:26 ‐0400 
     
     
    This E‐mail was sent from "RNP00267332EC1F" (Aficio MP C5501). 

(b) (6)
(b) (6)
(b) (6)

(b) (6)
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    Scan Date: 07.25.2014 17:05:16 (‐0400) 
    Queries to: wrnmmc.ricoh@health.mil 
     
    Ricoh Scanning Services 
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(b) (6) (b) (6)

(b) (6)
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April 24, 2014 
 
  
 
G. E. LATTIN 
 
Director, General Litigation Division (Code 14) 
 
Office of the Judge Advocate General 
 
1322 Patterson Ave., SE, Suite 3000 
 
Washington Navy Yard, DC 20374‐5066 
 
  
 
Subject:  Basis for Denial of my PA/FOIA Request to Walter Reed National Medical Center (WRNMMC) dated June 22, 
2013; Subject ‐ Captain Henry Medical Records Notes; Submitted to DON JAG on July 22, 2013; FOURTH REQUEST 
 
  
 
Reference: (a) Department of the Navy Office of the Judge Advocate General (DON JAG) letter 5720 2014Y000054, ser 
14/06 dated February 4, 2014 
 
                  (b) Appeal of my PA/FOIA Request to Walter Reed National Medical Center (WRNMMC) dated June 22, 2013; 
Subject ‐ Captain Henry Medical Records Notes; Submitted to DON JAG on July 22, 2013 
 
           
 
Dear Mr. Lattin, 
 
  
 
Please refer to your denial letter at references (a) and to my appeal at reference (b), which was submitted under both 
the Freedom of Information Act (FOIA) and the Privacy Act (PA). 
 
  
 
In denying my appeal, you are required to site the specific exemption that applies under each Act. Your letter at 
reference (a) did not do that. You have advised me to seek judicial review. I must know the basis for your denial. 
Clarification is needed. Time is of the essence. 
 
  
 
WRNMMC denied my request stating, “this is not a proper FOIA request. You failed to indicate a willingness to pay for 
information received (if it exists).” I appealed that I had offered to pay and noted that last sentence of paragraph one of 
my request clearly states, “If there are fees for searching or copying the records less than $200 (which I agree to pay), 
please advise me before proceeding.” I also provided examples where WRNMMC replied to other requests citing the 
same language, such that the WRNMMC denial appears to be capricious and arbitrary.  
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Please cite verbatim the specific exemption under the FOIA that is the basis for your denial as this was subsequently 
submitted for reporting to the United States Congress. 
 
  
 
Please cite verbatim the specific exemption under the Privacy Act that is the basis for your denial as this was 
subsequently submitted for reporting to the United States Congress. 
 
    
 
It is my understanding that as the appellate authority you must comply with the spirit and intent of the FOIA and the PA, 
not introduce obstacles to my request, and not deny my request in a capricious and arbitrary manner.  
 
  
 
As previously stated, this letter is not a request for reconsideration of my appeal. 
 
  
 
Thank you in advance for your prompt attention to this matter. 
 
  
 
With my respect,  
 
  
 
  
 
  
 
Robert Hammond 
 
  
 
Copy to:  Ms. Judy Bizzell, FOIA Administrator WRNMMC 
 
               Miriam M. Nisbet, The Office of Government Information Services 
 
               Steve Muck DON Public Liaison Department of the Navy’s Freedom of Information Act Office 
 
               Robin W. Patterson, Department of the Navy FOIA Officer 
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Subject:  Appeal of my FOIA Request Requestor Number #14‐N dated April 26, 2014; subject:  FOIA Tracking Numbers  
 
  
 
References: (a) The Freedom of Information Act 
 
                    (b) The Privacy Act 
 
                    (c) CFR 164.526 
 
                    (d) DoD 5700.7‐R, September 1998, DoD Freedom of Information Act (FOIA) Program 
 
                    (e) DoD 6025.18‐R, Jan. 24, 2003, DoD Health Information Privacy Regulation 
 
                    (e) Joint publication of U.S. Department of Justice, Executive Office of the President and U.S. General Services 
Administration of July 2011: “Your Right to Federal Records” (see http://publications.usa.gov/USAPubs.php?PubID=6080 
<http://publications.usa.gov/USAPubs.php?PubID=6080> ) 
 
                    (g) DoD 5400.11‐R, May 14, 2007, Department of Defense Privacy Program 
 
  
 
Dear Sir: 
 
  
 
This appeal is submitted under the references above for my FOIA request at Attachment A. My FOIA request was 
submitted by email to Ms. Judy Bizzell  @health.mil <mailto @health.mil> ) of the Walter 
Reed National Military Medical Center (WRNMMC) FOIA Office on April 28, 2014 (their fax machine was not working). 
Please note that this FOIA request and my appeal may have bearing on the accuracy of FOIA reporting in the Annual 
FOIA Report to the United States Congress and potentially on the integrity of FOIA processing at WRNMMC. 
 
  
 
My request is for the WRNMMC FOIA tracking numbers for specified FOIA requests (many submitted nearly a year ago) 
along with dates that the requests were received at WRNMMC. I have submitted numerous follow requests on each 
FOIA request and numerous requests asking WRNMMC to provide me required tracking numbers for my requests. 
Attachment B is one such request. Attachments C and D, which are related to this appeal, are provided for information 
only. Those FOIA requests may be the subject of future appeals. Please also see the email from Ms. Bizzell at Attachment 
E, which is an incomprehensible reply presumably applicable to multiple FOIA requests. This suggests a potential 
attempt to facilitate future under reporting of the FOIA processing times that will be reported to Congress for these 
requests. I immediately sought further clarification from Ms. Bizzell and offered to answer any specific questions that 
she might have about any request, but I have not received a reply. While I can appreciate that not every request may be 
answered in twenty working days, all that was initially required was for WRNMMC to acknowledge this request and 
provide a tracking number in a timely manner. Reference (e) states that for requests ‘that will require more than ten 
days for the agency to process, the FOIA requires agencies to assign a tracking number to your request. Each agency 
must provide a telephone number or website by which a requester can use the assigned tracking number to obtain 
information about the status of a pending request.” DoD 5400.11‐R, May 14, 2007, paragraph C3.1.1O. states: “Time 
Limits. “DoD Components normally shall provide access within 20 working days after receipt of the request. If access 
cannot be given within the 20 working day period, the requester shall be notified in an interim response.” 
 

(b) (6) (b) (6)
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WRNMMC did not follow the FOIA requirement to provide me a tracking number within ten days and did not then 
comply with statutory and regulatory requirements to complete the request within twenty days. WRNMMC has not 
provided the responsive records.  
 
  
 
Reference (g) states, “DoD personnel are expected to comply with the FOIA, this Regulation, and DoD FOIA policy in both 
letter and spirit. This strict adherence is necessary to provide uniformity in the implementation of the DoD FOIA Program 
and to create conditions that will promote public trust.” The WRNMMC FOIA/Privacy Office has not met that high 
standard. 
 
  
 
I am appealing that WRNMMC did not: 
 
  
 
(1)   provide a tracking number within ten days of receipt of my original request as required by the FOIA; 
 
(2)   provide a reply within the statutory and regulatory twenty‐day time period;  
 
(3)   provide the responsive records. 
 
  
 
I am asking that:  
 
(1)   each element of my appeal be addressed separately; 
 
(2)   that each element of my appeal be sustained;  
 
(3)   that my FOIA request be remanded back to WRNMMC for direct reply to me; and, 
 
(4)   that I be granted new appellate rights following a reply by WRNMMC. 
 
  
 
This appeal is separate and distinct from any other appeals that I may file and may not be combined with any other 
appeal. Please cite my requestor control number WRNMC #14‐N in your reply. If you deny all or any part of this appeal, 
please cite each specific exemption you think justifies your determination and notify me of further remedies available 
under the law. This may include (but not be limited to) review by the Secretary of Health and Human Services and 
judicial review as applicable.  
 
  
 
This appeal has been forwarded to some interested parties for information. 
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I greatly appreciate your thoughtful consideration of my request. Please contact me if you have any questions regarding 
this request. Thank you in advance. 
 
  
 
With my respect,  
 
  
 
  
 
  
 
Robert Hammond 
 
  
 
Attachments: A ‐ My FOIA Request Requestor Number #14‐N dated April 26, 2014; subject:  FOIA Tracking Numbers 
 
                      B ‐  Email from  @aol.com to @health.mil,  @health.mil 
<mailto @health.mil>  and  @health.mil sent on 12/13/2013 at 6:40:38 A.M. 
Eastern Standard Time;  subj Outstanding Privacy Act/FOIA Requests as of December 2, 2013 
 
    C ‐ My FOIA Request WRNMC #13‐22; dated July 22, 2013; subject FOIA Request Tracking and Status  
 
    D ‐ My FOIA Request WRNMC #14‐U dated May 6, 2014; subject WRNMMC FOIA and Privacy Act Reporting Chain of 
Command 
 
    E ‐ Email from  @health.mil <mailto: @health.mil>  sent on 5/23/2014 7:44:05 P.M. 
Eastern Daylight Time, @health.mil 
 

(b) (6) (b) (6) (b) (6)
(b) (6) (b) (6)

(b) (6) (b) (6)
(b) (6)
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The appeal response does not appear to address this issue. At this point, the only issue Mr. Hammond is interested in is 
the statutory basis for the agency stating that his requests were not proper FOIA requests because he "failed to indicate 
a willingness to pay" at the same time the agency says fees are waived. Attached is the administrative record. The 
requests are No. 13‐43 and 13‐44.  
 
The second is from Michael Ravnitzky who came to us a awhile back (we're a bit backlogged) regarding a request, No. 
14‐0029, that he made for a bibliographical list of records from the U.S. Army's Dugway Proving Ground in Dugway, 
Utah. There appears to be a dispute between him and Dugway over whether records before 1942 exist since Dugway 
apparently did not exist before 1942. He says he's tried to discuss this with the FOIA Officer at Dugway,   
but that she has declined to talk with him.  
 
Any assistance you could provide would be most appreciated.  
 
Best,  
 

  
 
 

 
Facilitator 
Office of Government Information Services (OGIS) 

 
202‐741‐5770 (main) 
202‐741‐5769 (fax) 
1‐877‐684‐6448 (toll‐free) 
www.ogis.archives.gov  
 
 
Street address: 800 North Capitol St NW, Washington, DC 20002 US Mail address: 8601 Adelphi Road (OGIS), NARA, 
College Park, MD 20740‐6001 
 
 
The FOIA Ombudsman blog: http://blogs.archives.gov/foiablog/  
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Robert Hammond  

  

 

@aol.com 

 

December 17, 2015 

 
Department of the Navy via FOIA Online, https://foiaonline.regulations.gov/ and donfoia-
pa@navy.mil  

 
Subject: Appeal of FOIA Request - 2014 Records of Hammond Correspondence to and From DON 

JAG 
Requester Personal Reference number: FOIA DON 16-A 

 

DON Assigned Case Number DON-NAVY-2016-000210 

References:   (a) Joint publication of U.S. Department of Justice, Executive Office of the President 
and U.S. General Services Administration of July 2011, “Your Right to Federal 
Records” 

(b) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program 
(c) DoD 5400.7-R, September 1998, DoD Freedom of Information Act (FOIA) 

Program 

(d) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation 

(e) GAO Report GAO-12-828 of July 2012, subject Freedom of Information Act 

(f) Department of Justice Handbook for Agency Annual Freedom of Information Act 

Reports 

Dear Sir.  
 
This appeal is submitted under the references above for my FOIA request with the subject as above. 

Please preserve all responsive or potentially responsive records and records of your searches in your 

FOIA case file until the statutory date for judicial review has passed (should that be necessary) or in 

accordance with a NARA approved records schedule, if longer.  

 

Request for Adjudication at DOD Level Vice DON. 

 

My Request seeks records concerning "the operations or activities of the government."  It was 

submitted, in part, to order to ascertain the “working law” of the Agencies, and to determine whether 

the Agencies were acting lawfully in carrying out their duties under FOIA/PA, including the 

Department of Navy Office of the Judge Advocate General. 

 

I note that one of the critical elements of G. E. Lattin’s performance standards is ensuring that the 

FOIA appeals files and databases are complete and accurate, such that records I am seeking may 

demonstrate that he has failed that critical performance element. The redactions made by Mr. Lattin 

are self-serving, covering the paper trail and subsequent discovery of potential impropriety. 

 

It clear that DON JAG (where Captain Foster and G.E. Lattin are both assigned) cannot impartially act 

on the Request and the Appeal regarding DON JAG records, particularly where impropriety regarding 

FOIA reporting has been alleged and is supported by FOIA records.  

(b) (6)

(b) (6)

https://foiaonline.regulations.gov/
mailto:donfoia-pa@navy.mil
mailto:donfoia-pa@navy.mil
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I am therefore asking the DON forward my Appeal to the next higher element within the Department 

of Defense for an impartial adjudication of my Appeal. I am asking my request be remanded, that I be 

granted new appeal rights and that Department of Navy record the granting of this Appeal in its FY 

2016 Annual FOIA Report.  

 

Records Sought Under the FOIA. (See attached Request) 

1. All records of any kind and in any format associated with my letters to DON JAG in calendar 

year 2014. This includes (but is not limited to) incoming and outgoing correspondence and 

DON JAG internal records associated with the letter at reference (g) (which is also at 

enclosure (1)), and any correspondence prior to or subsequent to reference (g). For 

information, I believe that there was at least one subsequent correspondence. Please exclude 

my incoming correspondence at reference (h); it is provided to assist you in locating records. 

This is a simple request. Records should have been preserved in FOIA case files in accordance 

with a NARA General Records Schedule a NARA approved Agency records schedule. 

2. A copy of this Request, which is an agency record. 

 

Civilian Employees and Military Personnel Information Specifically Authorized for Release 

 

The following information is specifically authorized for release under the Department of Defense 

Privacy Program by reference (b) and is not exempt under FOIA exemption (b)(6):  

 

DoD 5400.11-R, May 14, 2007, DoD Privacy Act Program: 

C4. CHAPTER 4 

DISCLOSURE OF PERSONAL INFORMATION TO OTHER AGENCIES AND THIRD 

PARTIES 

C4.1. CONDITIONS OF DISCLOSURE 

[Intervening text omitted] 

C4.2. NON-CONSENSUAL CONDITIONS OF DISCLOSURES 

[Intervening text omitted] 

C4.2.2. Disclosures Required by FOIA  

C4.2.2.1. All records must be disclosed if their release is required by Reference (p), as 

implemented by Reference (d). The FOIA requires that records be made available to the public 

unless withholding is authorized pursuant to one of nine exemptions or one of three law 

enforcement exclusions under the Act. 

[Intervening text omitted] 

C4.2.2.5.1. DoD Civilian Employees 

C4.2.2.5.1.1. Some examples of personal information regarding DoD civilian 

employees that normally may be released without a clearly unwarranted invasion of 

personal privacy include: 

C4.2.2.5.1.1.1. Name. 

C4.2.2.5.1.1.2. Present and past position titles. 

C4.2.2.5.1.1.3. Present and past grades. 

C4.2.2.5.1.1.4. Present and past annual salary rates. 

C4.2.2.5.1.1.5. Present and past duty stations. 

C4.2.2.5.1.1.6. Office and duty telephone numbers. 

C4.2.2.5.1.1.7. Position Descriptions. 
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C4.2.2.5.1.2. All disclosures of personal information regarding Federal civilian 

employees shall be made in accordance with OPM release policies.  

C4.2.2.5.2. Military Members 

C4.2.2.5.2.1.While it is not possible to identify categorically information that must be released 

or withheld from military personnel records in every instance, the following items of personal 

information regarding individual military members normally may be disclosed without 

aclearly unwarranted invasion of their personal privacy: 

C4.2.2.5.2.1.1. Full name. 

C4.2.2.5.2.1.2. Rank. 

C4.2.2.5.2.1.3. Date of rank. 

C4.2.2.5.2.1.4. Gross salary. 

C4.2.2.5.2.1.5. Past duty assignments. 

C4.2.2.5.2.1.6. Present duty assignment. 

C4.2.2.5.2.1.7. Future assignments that are officially established. 

C4.2.2.5.2.1.8. Office or duty telephone numbers. 

C4.2.2.5.2.1.9. Source of commission. 

C4.2.2.5.2.1.10. Promotion sequence number. 

C4.2.2.5.2.1.11. Awards and decorations. 

C4.2.2.5.2.1.12. Attendance at professional military schools. 

C4.2.2.5.2.1.13. Duty status at any given time. 

C4.2.2.5.2.1.14. Home of record (identification of the state only). 

C4.2.2.5.2.1.15. Length of military service. 

C4.2.2.5.2.1.16. Basic Pay Entry Date 

C4.2.2.5.2.1.17. Official Photo.  

Other agencies have freely released this information for their personnel without charge and without 

regard to grade level or rank of the employee. 

 

DON JAG Basis for Redaction/Withholding Records. 

 

I am redacting the name of all Department of the Navy personnel below the division 

director level pursuant to the Freedom of Information Act exemption 5 U.S.C.§552 (b)(6) 

as release of their personal information would constitute a clearly unwarranted invasion 

of privacy and there is no public interest in their identities. 

 

Basis for Appeal.  

 

I am appealing that the Agency:  

(1) Has improperly withheld information citing “exemption (b)(6) as release of their personal 
information would constitute a clearly unwarranted invasion of privacy.” I am appealing every 
redaction citing exemption (b)(6).  

a. This information is specifically authorized for release under the Department of 
Defense Privacy Program by reference (b) and is not exempt under FOIA exemption 
(b)(6). The identity of action officers and accountability for actions taken or not taken 
are at the heart of the FOIA.   
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b. There is no statutory or other exemption for withholding the identities of civilian 
personnel based on grade level or position. 

c. There is no statutory or other basis for exemption of military members based on their 
military grade or position. Moreover, as standard practice, DON JAG includes the 
name and contact information of junior action officers in formal final determination 
letters, such as LT  identified in the DON JAG response to this FOIA request. 

d. One of the names and associated email and phone numbers being redacted is clearly 
that of  CDR  of BUMED, who is a field grade officer at the director 
level and whose name and contact information has been already been released to me 
via FOIA (see page 89 of DON JAG letter of reply. DON cannot redact her identity in 
emails, such as is clearly being done in the email at page 91. Similarly, information 
regarding Della Garcia, BUMED paralegal has already been released at page 89 and is 
being redacted in emails, such as at page 89.   

e. DON cannot make any case for redacting names and contact information of any person 
who has already been identified to me via FOIA or are publicly displayed on web sites. 
Examples include, but are not limited to: 

i. Miriam M. Nisbet, The Office of Government Information Services 

ii. Steve Muck, @navy.mil , DON Public Liaison Department of the 

Navy’s Freedom of Information Act Office 

iii. Robin W. Patterson, @navy.mil Department of the Navy FOIA 

Officer 

iv. Major , USMC, @navy.mil, DON JAG 

v.  Wendy Winston, legal administrative assistant DON JAG 

vi. LT , JAGC, USN,  @navy.mil, DON JAG 

vii. Roush, Matthew R LT OJAG, Code 14'" @navy.mil 

viii. Judy Bizzell, @health.mil @mail.mil Walter 

Reed National Military Medical Center FOIA 

ix. Joe E. Davidcge,  @health.mil @mail.mil 

Walter Reed National Military Medical Center FOIA & Privacy 

x. @med.navy.mil, CDR BUMED 

xi. Della Garcia, @med.navy.mil, BUMED 

xii. Julka, Christopher A CIV DON, CIO, christopher.a.julka@navy.mil 

xiii. donfoia-pa@navy.mil, 

xiv. , DON JAG 

xv. @nara.gov, OGIS 

xvi. , CDR JAG, DON JAG 

f. Mr. Lattin is attempting to redact his own phone number, such as is the case at page 93 
and the phone numbers of others, such as CDR ) at page 98. 
Office phone numbers are not exempt from FOIA disclosure. 

(2) Has failed to perform an adequate search. There are numerous emails where Mr. Lattin has 
tasked subordinates to take action, but the response threads of those emails are not included. 
For example, see the email of July 28, 2014 7:05 at page 102 and the email of June 02, 2014 
6:50 at page 111. 

a. In the email foia@erulemaking.net “October 02, 2014 15:07; DON-NAVY-2014-
008640 Case File Review” states: Please review the comments, make appropriate 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)(b) (6)

(b) (6) (b) (6)
(b) (6)

(b) (6)(b) (6)

(b) (6) (b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)
(b) (6)

(b) (6)
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changes, and perform the close out again. The case files, review and comments are 
missing. 

b. The email at page 98 indicates that there are attachments, which were not provided. 

c. Email of August 06, 2014 10:26 at page 121 indicates that there are attachments, but 
none were provided. 

d. Email of Au August 04, 2014 6:34AM at page 121 and page 122 indicates that there 
are attachments, but none were provided. 

e. Email of August 05, 2014 1:40 PM at page 125 indicates that there are attachments, 
but none were provided. 

(3) Public interest. My requests seek to ascertain if Agencies, including DONJAG, acted lawfully 
under FOIA and the Privacy Act and in properly reporting FOIA cases and appeals. This is 
discussed somewhat in the email at page 100, wherein I am trying to ascertain the statutory 
basis for denial of a specific request as it was (or was not) reported in the Annual FOIA 
Report. There is public interest in records detailing the actions taken by all parties in the 
redacted emails. Moreover, redaction thereof hinders additional discovery under FOIA. The is 
intense public interest in proper FOIA processing at this time. And,in as much as I a seeking 
the identities of redacted information, there is public interest. The identities and other redacted 
information is not in line with the FOIA or its purpose of ensuring open government.  

 

Appelate Authhority Action Reqeuested. I am asking that: 

(1) each element of the basis of my appeal be addressed separately, with justification 

supporting denial under Exemption B5 for each;  

(2) each element of my appeal be sustained;  

(3) my FOIA request be remanded back to for direct reply to me; and, 

(4) I be granted new appellate rights following a subsequent reply. 

 

Exemption (b)(6) - Strong Presumption in Favor of Disclosure.  

 "In the Act generally, and particularly under Exemption (6), there is a strong presumption in 

favor of disclosure." Local 598 v. Department of Army Corps of Engineers, 841 F.2d 1459, 

1463 (9th. Cir. 1988) (emphasis added). In that case, the Ninth Circuit reviewed the context of 

applicable Exemption 6 case law: 

o The Freedom of Information Act embodies a strong policy of disclosure and places a 

duty to disclose on federal agencies. As the district court recognized, 'disclosure, not 

secrecy, is the dominant objective of the Act.' Department of the Air Force v. Rose, 

425 U.S. 352, 361, 96 S.Ct. 1592, 1599, 48 L.Ed.2d 11 (1976). 'As a final and 

overriding guideline courts should always keep in mind the basic policy of the FOIA to 

encourage the maximum feasible public access to government information....' 

Nationwide Bldg. Maintenance, Inc. v. Sampson, 559 F.2d 704, 715 (D.C.Cir.1977). 

As a consequence, the listed exemptions to the normal disclosure rule are to be 

construed narrowly. See Rose, 425 U.S. at 361, 96 S.Ct. at 1599. This is particularly 

true of Exemption (6). Exemption (6) protects only against disclosure which amounts to 

a 'clearly unwarranted invasion of personal privacy.' That strong language 'instructs 
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us to 'tilt the balance [of disclosure interests against privacy interests] in favor of 

disclosure.'"  

o Id. (emphasis added), citing Washington Post Co. v. Department of Health and Human 

Servs., 690 F.2d 252, 261 (D.C.Cir.1982) (quoting Ditlow v. Shultz, 517 F.2d 166, 169 

(D.C. Cir.1975)). 

 

Thank you in advance.  

With my respect, 

Robert Hammond 

 

Attachments: 

 

My FOIA Request, DON 16-A 

DON JAG letter of reply dated November 17, 2015 

Enclosure to DON letter of reply 

 

 

 

 

(b) (6)



(b) (6)





(b) (6)
(b) (6) (b) (6) (b) (6)





























Robert Hammond

@aol.com

May 31, 2014

Freedom ofInformation Act (FOIA) Officer
Naval Medical Center, Portsmouth
Staff Judge Advocate Office
620 John Paul Jones Circle
Portsmouth, VA 23708-2197

Subject: FOIA Request Regarding Methods for Accessing Laboratory Records; ESSENTRIS

Dear FOIA Officer,

I under submitting this request under the Freedom of Information Act, U.S.C. subsection 522. I
am an individual and agree to pay fees less than $300. If fees exceed this amount please advise
me before proceeding. If you deny all or any part of this request, please cite each specific
exemption you think justifies your refusal to release the information and notify me of appeal
procedures available under the law. Please include a copy of this request in your reply.

Please see excerpts of the ESSENTRIS Unser Manual at Attachment A. The ESSENTRIS user
manual is a document in the public domain.

I am requesting documentation or electronic records describing the "Enterprise" (ESSENTRIS)
system and reports or queries available for auditing access to laboratory information for a patient
on an inpatient ward. Specifically, I am interested in records that would indicate how access to
inpatient laboratory information would be recorded for HIPP A or Privacy Act audit purposes
when staff members providing treatment view laboratory information (probably via the
ESSENTRIS Lab Entry Flowsheet module). This may be a formatted report or database query. It
is not likely that such information would show up in the report titled "Enterprise Access to a
Specific Patient Record", because staff members log into ESSENTRIS at the beginning of a shift
and access patient records for charting and viewing laboratory reports throughout the shift.

I am also requesting documentation showing that laboratory values are imported through an
interface with a laboratory computer system. It is my understanding is that laboratory results are
imported directly from CHCS into ESSENTRIS. Please see page 108 of the ESSENTRIS User
Manual at Attachment A.

This request includes Standard Operating Procedures, training materials and other documentation
available to the HIPP NPrivacy Officer or ESSENTRIS System Administrator for conducting
audits of access.

(b) (6)

(b) (6)
(b) (6)



By way of clarification:

• Page 108 of the user manual shows that lab values may be viewed from the Lab Entry
Flowsheet module/screen. I am interested in documentation that would show that this
module had been accessed for a specific patient in an inpatient ward. I am also interested
documentation showing in whether the Lab values can be printed from the "File" drop
down menu shown at the top left of the screen, and if there would be a record that the
labs had been printed.

• Please see the Lab Review listed on the Summary module described on page 112 of the
user manual. I am interested in audits/reports that would show access or printing via the
Lab review or Summary modules as well.

• Page 52 of the user manual describes an audit function that might be one tool that could
be used to show who accessed the Lab Entry module, the Lab Review module and the
print functions for each. I am interested documentation on what access would be shown
by the audit function described on page 52 and whether it would show the access that I
have described above.

• I am interested in documentation showing the capability of ESSENTRIS Systems
Administrators or the HIPP A Privacy Officer to run ad hoc queries that would address the
access above.

• This is not a Privacy Act request for any named patient. I am requesting the capability to
perform the audit in the event such a request was to be made for a named patient.

Thank you for your consideration of my request.

With my respect,

Robert Hammond

Attachment A: Excerpts from the ESSENTRIS User Manual

(b) (6)
(b) (6)



Attachment A:

Excerpts from the ESSENTRIS User Manual



Patient Control

Show Staff Log

Use the Staff Log to view Essentris activity for a selected patient.

The Staff Log is accessible only to users with
Audit-trail permission.

Use the following steps to display the Staff Log:

Step by Step
----------------------------------------------------------------------------------------------------.

Additional Information

1. Select a patient.

2. Select Admin from the Menu Bar or the
Application Bar and click on the Show
Staff Log option, or select the Show
Staff Log option from the Shortcut
Menu.

The Validation Dialog window appears.

The StaffLog window appears.
Note: To close the Staff Log window, click
the Close (C) button at the bottom of the
window.

3. Enter your User Name and Password
and click OK.

----------------------------------------------------------------------------------------------------.
Time and Date
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Special Flowsheets

Lab Entry Flowsheet
Use the Lab Entry Flowsheet to chart the results of lab tests. Data can be entered directly in
the Lab Entry Flowsheet, or information can be sent through an interface with a laboratory
computer system. The Lab Entry Flowsheet contains the following specialized features:

o HighILow Flags

o Toggle Tooltip

High/Low Flags

High and low flags can be configured to indicate when lab results have values outside a
specified normal range. A value that is higher than the normal range is indicated with an H
and a value that is lower than the normal range is indicated with an L. These flags are
displayed for data received only through an intface.

Toggle Tooltip

The Toggle Tooltip feature (see Toggle Tooltip on page 83) displays a high/low flag, if any,
followed by the normal range for the lab test.

High Flag Low Flag Toggle Tooltip Feature

108

(b) (6)



Summary Screens

Accessing Summary Screens

The Essentris Summary Screens can be accessed by selecting the Summary Screen Tab, Menu
Bar, or Shortcut Menu. To access the Summary Screens, perform the following steps:

Step by Step
--------------------------------------------------------------------------------------.

Additional Information

The patient selected is highlighted.

The selected Summary Screen appears.

1. Select the patient.

2. Select the Summary Screen tab from
the Application Bar and click on the
applicable option, or ...
Select an option from the Summary
Screen menu on the Menu Bar, or ...
Right mouse click on the application
display and select the summary screen
from the Shortcut Menu.--------------------------------------------------------------------------------------.
Summary Screen Tab Shortcut MenuMenu Bar Highlighted Patient
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DEPARTMENT OF THE NAVY
BUREAU OF MEDICINE AND SURGERY

7700 ARLINGTON BOULEVARD
FALLS CHURCH, VA 22042

IN REPLY REFER TO

5720
Ser MOOJ-SJA/14UMOOJ0121
July 3,2014

Mr. Robert Hammond

Dear Mr. Hammond,

SUBJECT: REQUEST FOR INFORMATION

I am responding to your request for information of, May 31,2014. In your request, you sought
documentation or electronic records describing the "Enterprise" (ESSENTRIS) system.

Upon receipt of your request, it is determined that the cognizant office is not the Bureau of
Medicine and Surgery (BUMED) but the Defense Health Agency. Therefore, I have forwarded
your request to them for action and direct response to you.

If you have questions, my point of contact is Ms. Della W. Garcia, who may be contacted at
med.navy.mil or

Sincerely,

Commander
Judge Advocate General's Corps
United States Navy
Staff Judge Advocate
By direction of the Chief,
Bureau of Medicine and Surgery

Enclosure: BUMED referralltr, Ser MOOJEIl4UMOOJ0122, dtd 3 Jul 14

(b) (6)

(b) (6) (b) (6)

(b) (6)



DEPARTMENT OF THE NAVY
BUREAU OF MEDICINE AND SURGERY

7700 ARLINGTON BOULEVARD
FALLS CHURCH, VA 22042

IN REPLY REFER TO

5720
Ser MOOJ-SJAI14UMOOJ0122
3 July 14

From: Chief, Bureau of Medicine and Surgery
To: FOIAIP A Officer

Subj: FREEDOM OF INFORMATION ACT (FOIA) REQUEST OF HAMMOND

Ref: (a) SECNAVINST 5720.42F

Encl: (1) Requester's FOIA request: Mr. Robert Hammond
(2) BUMED's ltr Ser MOOJ-SJAl14UMOOJ0121 of3 Jul14

1. Enclosure (1) is forwarded for action as a matter under your cognizance. Enclosure (2)
is provided for your information.

2. Please respond directly to the requester within 20 working days, as prescribed by reference (a).

3. If you have questions, my point of contact is Ms. Della W. Garcia, who may be contacted at
med.navy.mil or

Sincerely,

Commander
Judge Advocate General's Corps
United States Navy
Staff Judge Advocate
By direction of the Chief,
Bureau of Medicine and Surgery

(b) (6) (b) (6)

(b) (6)



(b) (5)

(b) (6) (b) (6)

(b) (6)



Mr. Robert Hammond 
 

 

DEPARTMENT OF THE NAVY 
COMMANDING OFFICER 

NAVAL CIVIL LAW SUPPORT ACTIVITY 
1322 PATTERSON AVENUE SE, SUITE 3000 
WASHINGTON NAVY YARD DC 20374-5066 

IN REPLY REFER TO: 

5720 
Ser 011050 
November 9, 2015 

SUBJECT: FREEDOM OF INFORMATION ACT (FOIA) APPEALS DON-NAVY 
2016-000207 AND DON-NAVY-2016-000208 

This responds to your FOIA appeal DON-NAVY-2016-000207, received on October 
9, 2015, and your FOIA appeal DON-NAVY-2016-000208, received on October 15, 
2015. In your appeals, you challenge the General Litigation Division's (Code 14's) 
response to two earlier FOIA requests. In DON-NAVY-2016-000207, you appeal Code 
14's response to request DON-NAVY-2015-008546 and in DON-NAVY-2016-000208, 
you appeal Code 14's response to request DON-NAVY-2015-009025. Code 14 
determined that your request DON-NAVY-2015-009025 asked for the same information 
as DON-NAVY-2015-008546 and as a result, Code 14 referred you to that appeal rather 
than providing identical information. You now challenge the idea that the two requests 
were similar and the information released in 008546 was responsive to your request 
009025. 

Your appeal is a request for a final determination under the FOIA. For the following 
reasons, your appeal is hereby denied. 

Your appeals, DON-NAVY-2016-000207 and 000208, contain virtually identical 
language. Both dispute that Code14's response to request 008546 was also responsive to 
request 009025. Neither appeal contains any information independent of the other. 
Therefore, since the appeals are identical, I am responding to both appeals in this single 
response. 

I have reviewed both requests and Code 14's response. In 008546, you requested: "All 
records of any kind and in any format associated with my appeal and subsequent follow
up ofWRNMMC's [Walter Reed National Military Medical Center's] failure to correct 
medical record entries of2LT  and Ms.  at Attachment A." In 009025, you 
requested: "All records of any kind and in any format associated with my fiscal year 
2013 FOIA appeals as identified in Enclosures (1) and (2)." Both requests are seeking 
identical information: any records associated with Code 14's processing of your Fiscal 
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Year 2013 FOIA appeals regarding WRNMMC's responses. Additionally, neither 
request challenged any redactions. In its response to request 008546, Code 14 released 
five case files and two tracking logs, with redactions. I find that these documents were 
responsive to your request. Based on the foregoing, it was appropriate for Code 14 to 
respond to your request 009025 by referring you to their response to 008546, and your 
appeal is denied. 

As the Secretary of the Navy's designee, I am responsible for the denial of this appeal. 
You may seek judicial review of this decision. Should you have any questions or 
concerns, please contact LCDR , JAGC, USN, Office of the Judge Advocate 
General at  or @navy.mil. 

Copy to: OJAG Code 14 
DNS-36 

Sincerely
1 

~ 

\l.A.'-"~ 

K.A.FOSTER 
Captain, Judge Advocate General's Corps 
United States Navy 
Assistant Judge Advocate General (Civil 
Law) 
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